STATEWIDE PROCUREMENT PRACTICES

Audit Highlights . . .

Our review of the State’s
procurement practices
revealed the following:

M until the governor’s

May 2002 Executive Order,
departments did not
compare prices among
California Multiple Award
Schedule vendors.

Inadequate oversight

by the Department of
General Services (General
Services) contributed to
the problems we identified
with departments’
purchasing practices.

Without comparing prices,
the State purchased
millions in goods and
services for the Web portal
from vendors that played
a role in defining the
approach and architecture
for the project.

Estimated Web portal
project costs given to
administrative control
agencies and the Legislative
Analyst’s Office were
sometimes inaccurate.

Before the Executive Order,
departments frequently
misused alternative
procurement practices—
sole-source contracts and
emergency purchases.

Proposed Reforms Should Help Safeguard
State Resources, but the Potential for
Misuse Remains

REPORT NUMBER 2002-112, MARCH 2003

Department of General Services and the Stephen P. Teale Data
Center responses as of March 2004

asked the Bureau of State Audits to audit the California

Multiple Award Schedule (CMAS) program and the
State’s sole-source contracting procedures. Specifically, the audit
committee asked that we review the process used by General
Services when establishing the CMAS vendors list and the
procedures and practices used to identify qualified contractors
and consultants when using noncompetitively bid and CMAS
contracts to procure goods and services. The audit committee
also asked us to include in our review procurements related to
the state Web portal.

The Joint Legislative Audit Committee (audit committee)

Finding #1: Departments largely ignored recommended
procedures for purchasing from CMAS vendors.

Our review of CMAS purchases made by nine state departments
revealed that, before May 2002, when an Executive Order called
for wholesale changes in the State’s procurement practices, few
departments took prudent steps, such as comparing prices, to
ensure that they obtained the best value when acquiring goods
and services from CMAS vendors. For example, largely at the
request of two former officials of the Governor’s Office, the
Department of General Services (General Services), the Stephen
P. Teale Data Center (Teale Data Center), and the Health and
Human Services Data Center purchased more than $3.1 million
in goods and services for the state Web portal from one CMAS
vendor without comparing prices or using some other means
to determine that the selected vendor provided the best value
to the State. Additionally, General Services and the Teale Data
Center purchased items for the Web portal totaling $690,000
that were not included in the vendors’ CMAS contract.
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Recent changes to the CMAS requirements have slowed but not
halted departments’ misuse of the CMAS program. Specifically,
departments did not obtain at least three price quotes, as
required, for two of the 25 CMAS purchases made after the date
of the Executive Order.

In order to ensure that the State receives the best value

when acquiring goods and services, we recommended that
departments stress adherence to all CMAS requirements and
reject requested purchases if these requirements are not met.
Additionally, departments should review the appropriate CMAS
contract to ensure that the requested good or service is included
in the contract.

General Services’ Action: Corrective action taken.

In February 2004, General Services issued a new Purchasing
Authority Manual (PAM) governing the State’s procurement
function. The PAM provides the requirements for obtaining
and maintaining delegated purchasing authority. It also
serves as the resource that assists in ensuring departments
apply consistent and sound business practices in state
purchasing. The PAM contains purchasing authority
requirements, including statutes, regulations, and policies
and procedures applicable to information technology (IT)
goods and services and non-IT goods. The PAM also includes
information on how departments maintain compliance with
the purchasing authority program.

Finding #2: The State’s failure to compare prices created the
appearance that some companies may have had an unfair
advantage in selling Web portal components to the State.

The Web portal was developed with guidance from a group
of executives from several private businesses, some of which
later sold products for the project. Members of this group,
called the Web Council, gave their “unanimous blessing to
the portal’s conceptual approach and its specific architecture.”
According to the minutes and agendas from Web Council
meetings, representatives of several companies participating
in the council made presentations to discuss their companies’
products. Three of these companies ultimately sold hardware
and software components to the State for the Web portal
totaling $2.5 million. These companies sold their products to
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the State, either directly or indirectly through resellers with
CMAS contracts. The concept of obtaining guidance from
industry experts is meritorious if, after obtaining the guidance,
the State engages in an open, competitive procurement process.
However, if obtaining advice from industry experts is followed
by procurement of their goods or services without comparing
prices to those offered by others, as was the case with numerous
CMAS purchases for the Web portal, an appearance of unfairness
is created.

In September 2002, the Teale Data Center assumed responsibility
for providing management, maintenance, and support for the
Web portal project. To ensure that the State’s investment in

the Web portal is a prudent use of taxpayer resource, it should
use the competitive bidding process for purchasing goods and
services for the project.

Teale Data Center Action: Corrective action taken.

Teale Data Center regularly utilizes General Services’
contract registry to seek competition. Further, it is standard
Teale Data Center practice to exceed the minimum number
of bids required for informal bids as this practice ensures
diverse vendor participation. Finally, as the existing

Web portal services and maintenance contracts required
renewal, Teale Data Center has competitively bid all
subsequent new contracts.

Finding #3: General Services and former officials of the
Governor’s Office did not follow state policy governing
information technology projects.

General Services—the administrator of the Web portal
project—failed to obtain the necessary approvals from the

former Department of Information Technology (DOIT) and the
Department of Finance (Finance) before significant changes were
made to the Web portal project. The changes, which increase
previously approved project costs by 94 percent, were made at

the direction of the former director of eGovernment. Among

the changes, estimated to cost $9.2 million, were significant
enhancements related to the energy crisis and terrorist threats and
ongoing maintenance provided by consultants rather than state
personnel, as was originally planned. General Services submitted a
special project report to DOIT and Finance explaining the reasons
for the increased cost and seeking approval for the enhancements.
However, the enhancements were completed four to six months
before General Services submitted the report.
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Additionally, General Services did not adequately coordinate
and monitor Web portal purchasing and reporting activities. As
a result, the special project reports submitted to DOIT, Finance,
and the Legislative Analyst’s Office (LAO) did not accurately
account for all Web portal purchases. Specifically, at least one
special project report that General Services submitted was
inaccurate because it did not include more than $1.3 million in
Web portal costs incurred by its Telecommunications Division
and the Health and Human Services Data Center. According to
the former chief of General Services’ Enterprise Business Office,
only costs that were under her control were reported to the
individual preparing the special project reports.

Finally, it appears that responsible officials at General Services
were unaware that a revised Web portal project report,

which nearly doubled the estimated cost of the project, had
been submitted to DOIT, Finance, and the LAO reflecting a
significant increase in total project costs. According to officials
at Finance, they met with former officials of the Governor’s
Office and representatives from General Services to discuss the
proposed cost increases. The officials at Finance stated that

it is not uncommon for minor modifications to be made to a
special project report after it has been submitted for approval.
However, we believe that changes to a project that effectively
double the estimated cost of the project do not constitute
minor modifications. Moreover, Finance could not provide any
documentation of its analysis of the proposed project changes
and resulting cost increase. Nevertheless, it approved submitting
the revised estimates to the Legislature based on available
information, given the high priority of the project.

To ensure that Web portal costs are properly accounted for, the
Teale Data Center should monitor project expenses by recording
estimated costs when contracts and purchase orders are initiated
and actual costs when paid. The Teale Data Center should also
submit special project reports to Finance and the LAO when
required and ensure that reported costs accurately reflect actual
expenditures and commitments to date. Finally, the data

center should make certain that special project reports contain
estimates for at least the same number of years that earlier
reports cover so that reviewers can easily identify changes in the
overall projected costs.
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Teale Data Center Action: Corrective action taken.

The Teale Data Center’s administrative processes require

an internal analysis and approval of estimated costs prior

to the initiation of the bidding process. If the resulting
procurement activity results in costs that exceed the

original estimate, approval is required before acquisition

can be completed. Teale Data Center’s Finance Division has
developed a spreadsheet used to monitor projected versus
actual expenditures. Should requests for acquisitions vary
from the original plan, they are analyzed to determine the
reason for the change and if it is within budget authorization
prior to the expenditure being made. The spreadsheet is
updated monthly and is shared with the manager of the Web
portal and the assistant director of the Enterprise Division.
Furthermore, the Teale Data Center will continue to submit
special project reports to Finance and the LAO, when
required, which will accurately reflect all costs for the Web
portal. Finally, the Teale Data Center will ensure that any
future special project report and feasibility study report have
consistent reporting periods.

Finding #4: The use of multiple departments to make purchases
for the Web portal resulted in payments for services that were
required under earlier agreements.

Several departments made Web portal purchases rather than one
office coordinating and making all purchases. Consequently, no
one office carefully tracked existing purchases and compared
them to newly requested purchases, and the State contracted

for some services even though the same services had already
been required under earlier agreements. For example, General
Services’ Telecommunications Division issued a $173,000
purchase order to a consulting firm for project management

of ongoing operations and maintenance of the Web portal.
However, the terms and services of this contract duplicated some
of the terms and services of another purchase order that General
Services’ Enterprise Business Office had previously issued to the
consulting firm.

Similarly, the Health and Human Services Data Center entered
into a $246,000 agreement with a consulting firm to create a
plan to develop a Web portal mirror site. In reviewing the three
reports that the consulting firm submitted in fulfillment of its
agreement with the Health and Human Services Data Center,
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we found that the content of the reports was information the
consulting firm was already obligated to provide under an earlier
contract with General Services.

General Services should review past payments to the consulting
firm and another vendor by General Services, the Health and
Human Services Data Center, and the Teale Data Center to ensure
that the State has not paid for goods or services twice. If duplicate
payments were made, General Services should recover them.

General Services’ Action: Corrective action taken.

General Services reviewed the transactions in question and
concluded that duplicate payments did not occur. However,
General Services did note several instances when the scope of
work supporting a purchase order did not clearly, concisely,
or accurately reflect key information. Consequently, General
Services has recognized that this is an area for improvement
within the State’s contracting program and is including this
subject matter within its training and certification program.

Finding #5: Recent actions by General Services and the Teale
Data Center have reduced Web portal costs.

According to the most recent special project report, jointly
submitted by General Services and the Teale Data Center, total
estimated costs of the Web portal were nearly $6 million less
than previously reported. The reduced costs were largely due
to cutbacks in Web portal maintenance that included a major
reduction in the number of hours for the consulting firm to
maintain the portal.

In June 2002, the interim director of DOIT stated that the
consulting firm’s Web portal agreements were expensive and
little had been done to transfer the consulting firm’s expertise
to state employees so that a state department could ultimately
operate the portal. He recommended that General Services
extend the consulting firm’s contract until a competitively
selected contractor became available. He also recommended
reducing the size of the contract by restricting the consulting
firm’s role to limited maintenance and knowledge transfer
functions, ultimately turning over the maintenance of the Web
portal to state employees.

California State Auditor Report 2005-406



In January 2003, the Teale Data Center entered into a six-month
contract with the same consulting firm for $350,000 in Web
portal maintenance. Unlike the manner in which previous
maintenance contracts had been established, however, the Teale
Data Center solicited proposals from 20 different companies
and six firms responded. The Teale Data Center evaluated the
responses and eventually chose the consulting firm, achieving

a 39 percent average reduction in the hourly rate over previous
noncompetitively bid agreements with the firm. Therefore, the
Teale Data Center should continue to use the competitive bidding
process for purchases of goods and services for the project.

Teale Data Center Action: Corrective action taken.

The Teale Data Center strongly supports the competitive
bid process. The Teale Data Center independently seeks
alternative suppliers and uses the General Services’ contract
registry to seek competition. Further, it is standard practice
at the Teale Data Center to exceed the minimum number of
bids required for informal bids.

Finding #6: State departments improperly used sole-source
contracts and emergency purchase orders.

Before the May 2002 Executive Order, state departments often
did not adequately justify the need for sole-source contracts.
Requests for sole-source contracts were often ambiguous or failed
to demonstrate that the contracted good or service was the

only one that could meet the State’s needs. In addition, because
they failed to make sufficient plans for certain purchases,
departments often used sole-source contracts inappropriately.
We reviewed 23 requests for sole-source contract approval
submitted by various departments and found eight examples

of departmental misuse of this type of exemption. General
Services, however, approved all 23 requests. In four requests that
General Services approved, the departments failed to provide the
kind or degree of justification we expected to see. We could not
determine whether the circumstances warranted a sole-source
contract for one of the 23 requests because the department’s
justification was ambiguous. Finally, in three of the 23 sole-
source requests, the departments sought the contracts because
they failed to properly plan for the acquisition and, as a result,
did not have time to acquire the goods or services through the
normal competitive bidding process.
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Similarly, departments frequently misused the State’s emergency
purchasing process by failing to meet the legal requirements for
this type of procurement. For 17 of the 25 purchase requests we
reviewed, the departments were requesting emergency purchases.
In the remaining eight cases, the departments were requesting
approval for reasons other than meeting emergency needs, such
as seeking the purchase of items to meet special needs. Although
General Services did not have the proper authority to grant
exceptions for these purchases, it approved all eight.

Of the 17 emergency purchase requests totaling $21.3 million,
nine totaling $2.3 million completely failed to identify the
existence of an emergency situation that fell within the
statutory definition or to explain how the proposed purchase
was related to addressing the threat posed by an emergency.

State departments should require their legal counsel to review all
sole-source contracts and emergency purchases to ensure they
comply with statutes governing the use of noncompetitively bid
contracts. Departments should also ensure that adequate time
exists to properly plan for the acquisition of goods and services.

Moreover, General Services should require its Office of Legal
Services to review all sole-source contract requests above a
certain price threshold. General Services should also implement
review procedures for sole-source contracts and emergency
purchase orders to ensure that departments comply with
applicable laws and regulations and require departments to
submit documentation that demonstrates compliance. General
Services should reject all sole-source and emergency purchase
requests that fail to meet statutory requirements. Finally,
General Services should seek a change in the current contracting
and procurement laws if it wants to continue to exempt
purchases from competitive bidding requirements because of
special or unique circumstances.

General Services’ Action: Partial corrective action taken.

General Services has implemented policies and procedures
that provide for its Office of Legal Services to review all
non-competitively bid contract requests that exceed
$250,000. Additionally, General Services has developed

a form that requires detailed information be provided to
justify non-competitively bid procurements. Specifically, the
form requires departments to provide detailed responses
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for various issues, including (1) why the acquisition is
restricted to one supplier, (2) background events that led
to the acquisition, (3) the consequences of not purchasing
the good or service, and (4) what market research was
conducted to substantiate the lack of competition. Finally,
General Services is working to enhance the form to provide
additional assurance that non-competitive procurements
are properly justified. General Services has existing policies
in place to review and reject all sole-source and emergency
purchases requests that fail to meet statutory requirements.

Legislative Action: None.

General Services is reviewing the need for additional
exemption authority related to competitive bidding. At this
time, a final decision has not been made on the need to
pursue additional authority in this area.

Finding #7: General Services needs to strengthen its
oversight of state purchasing activities.

General Services has provided weak oversight and administration
of the CMAS program. We found that General Services, which is
responsible for auditing state departments for compliance with
contracting and procurement requirements, is not performing
the audits required by state law. Specifically, between July 1999
and January 2003, General Services had completed only 105

of 174 required reviews. Moreover, less than one-half of the

105 reviews were completed on time.

Additionally, General Services does not sufficiently review CMAS
vendors to ensure that they comply with the terms of their
contracts with the State. For instance, from July 1998 through
September 2002, General Services had only reviewed 29 of 2,300
active CMAS vendors. Perhaps more importantly, General Services
does not always make sure that other state and local government
contracts on which CMAS contracts are based are, in fact, awarded
and amended on a competitive basis. As a result, the State may

be paying more than it should for the goods and services it
purchases. Finally, General Services does not consistently obtain
and maintain accurate data on departments’ CMAS purchases.
Consequently, it is sometimes charging other state departments
more than it should for administrative fees. For example, we
reviewed 90 CMAS purchases at nine departments and found

24 instances in which General Services had either entered the
incorrect amount in its accounting system or had no record of the
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transaction. We further reviewed 10 of the 24 transactions and
determined that General Services had overcharged departments
more than $219,000.

We recommended that General Services implement the
recommendations made by the Governor’s Task Force on
Contracting and Procurement Review (task force), which
include increasing the frequency of audits and reviews of state
departments. General Services should consider reducing or
eliminating the delegated purchasing authority of departments
that fail to comply with contracting and procurement
requirements. Additionally, General Services should increase
the frequency of its reviews of CMAS vendors and ensure

that processes established by other governmental entities for
awarding and amending contracts are in accordance with CMAS
goals. Finally, General Services should consult with departments
to determine what can be done to facilitate monthly
reconciliation of CMAS purchasing and billing activities.

General Services’ Action: Partial corrective action taken.

General Services is committed to fully addressing the
recommendations contained in the task force’s report

and is continuing to assign resources to that activity. For
instance, General Services has initiated a cornerstone

of the procurement reform effort—the training of state
procurement officials. Additionally, General Services
implemented a uniform process for reporting the State’s
procurements. Specifically, a database is now readily
accessible to provide comprehensive information on the
State’s purchasing and contracting activities. Beginning
July 1, 2003, all state agencies were required to enter
summary information via the Internet for all purchasing and
contracts over $5,000. The system, entitled State Contract
and Procurement Registration System, captures information
that provides General Services with data to oversee the
State’s contracting and procurement functions.

Further, representatives of General Services have met with
executive management of Finance’s Office of State Audits
and Evaluations (OSAE) to discuss the feasibility of revising
existing audit procedures to provide additional coverage of
CMAS and sole-source bid contract transactions. The OSAE
agreed that its existing guide for evaluation of internal
controls within state agencies should be strengthened in
those areas. It was estimated that the revised guide would
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be complete by April 2004. In addition to the revised guide,
General Services’ audit and review staff will limit their
activities in an individual department if the work performed
by that department’s internal audit unit sufficiently
addresses areas under the purview of General Services.
General Services noted that compliance with purchasing
and contracting requirements is a major part of maintaining
approved purchasing authority. If these requirements are not
met, purchasing authority will be reduced or eliminated.
General Services believes implementing a program that
results in more frequent vendor reviews should be a

priority. However, the State’s current budget situation limits
General Services’ ability to assign additional resources to

this activity. In the interim, General Services is focusing its
limited resources on the review of the most frequently used
CMAS suppliers. General Services has also implemented
policies and procedures intended to strengthen the review
of processes used by other governmental entities when
awarding contracts to ensure that they meet the State’s
standards for solicitation assessment. Policies and procedures
also provide that only the most senior CMAS analysts
perform the reviews.

Finally, General Services believes that the implementation of
a mandatory statewide electronic procurement system would
enable it to capture department purchasing activity in real
time and would provide the ultimate solution to its billing
challenges. However, implementation of such a system is
not feasible in the current fiscal environment. As an interim
corrective measure, in September 2003, General Services
issued a memorandum to all departments advising them

of the importance of regularly reconciling their purchasing
information with invoices.

Finding #8: Although task force recommendations address
most weaknesses, some cannot be immediately implemented
and others are needed.

In August 2002, the task force recommended 20 purchasing
reforms, completing its directive from the governor’s Executive
Order issued on May 20, 2002. The recommendations, which
focus on the use of the CMAS program and noncompetitive
bid contracts, call for comprehensive changes in the State’s
contracting and procurement procedures. Prompted by the
controversy surrounding the Oracle enterprise licensing
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agreement, the governor asked the task force to review the
State’s contracting and procurement procedures and recommend
the necessary statutory, regulatory, or administrative changes

to “ensure that open and competitive bidding is utilized to the
greatest extent possible.” The task force’s recommendations
include the following:

e Departments must compare prices among CMAS vendors.

e Acquisitions of large information technology projects using
CMAS contracts and master agreements should be prohibited
unless approved in advance.

¢ General Services needs to establish specific criteria to qualify
piggybacking vendors.!

* General Services should increase the frequency of its compliance
reviews of purchasing activities of state departments.

¢ General Services should implement a new data integration
system to address deficiencies in its ability to capture data and
report on contracting and procurement transactions.

In general, we believe the task force’s recommended changes, if
properly implemented, should address many of the weaknesses
in the CMAS program and noncompetitive bidding procedures
we identified in our report. However, we believe that additional
steps should be implemented based on the results of our audit.
For example, General Services should revise its procedures for
awarding contracts to vendors based on contracts they hold with
other government entities because it often awards CMAS contracts
without adequately evaluating the competitive-pricing processes
that other state and local governments use to award base contracts.

General Services also needs to develop classes that provide
comprehensive coverage of sole-source contracts, emergency
purchases, and CMAS contracts, and departments need to
ensure that affected personnel attend the classes periodically.
Also, because most of the departments we surveyed indicated
they had experienced problems working with CMAS vendors,
General Services should also consider holding periodic
information sessions with the vendors. Further, in addition to
implementing a new data integration system, which both

T Vendors that do not have an existing federal multiple-award schedules contract but
obtain a CMAS contract by agreeing to provide goods and services on the same terms
as vendors that do have a multiple-award contract through the federal or some other
government entity, are commonly referred to as piggyback contracts.
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General Services and the task force acknowledge is a
long-term solution, we believe General Services should work
with departments to establish a process to reconcile their
purchasing information with invoices and reports prepared by
General Services. Such reconciliation would allow departments
to report and correct errors to General Services, thereby
preventing incorrect billings and increasing the reliability of
purchasing data. Finally, to increase departments’ ability to
access online information about the CMAS program, General
Services should explore the possibility of including copies of
vendor contracts on its Web site.

General Services’ Action: Partial corrective action taken.

As previously stated, General Services is continuing to focus
efforts on obtaining assurance that processes used by other
governmental entities to execute contracts are in accordance
with CMAS goals. For instance, General Services’ staff, through
a review of documents and conversation with the awarding
entity, must ensure that the process used by the awarding
entity meets the State’s standards for solicitation assessment.
As of June 2003, approximately 700 state employees had
attended classes within General Services’ comprehensive
training and certification program. These classes dealt with
acquisition ethics and leveraged procurement. However, a
backlog of approximately 900 potential participants existed.
Consequently, General Services is continuing to provide
these courses as part of its Basic Certification Program.
Additionally, General Services is offering a number of
workshops on such subject matters as preparing a statement
of work, documenting the procurement process, evaluating
bids, and contracting for services. Procurement professionals
who have completed the Basic Certification Program and

at least two workshops will be eligible for the Intermediate
Certification Program that is scheduled for implementation
in September 2004. The Advance Certification Program,
General Services’ final certification program, is also planned
for implementation during fiscal year 2004-05.
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